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Abstract

Traditionalbroadcastprotocolsfail to scaleto large settings. Several recentattempts

have proven efficient to ensurereliableinformationdisseminationin groupscomposedof

a large numberof participants.This paperproposesa reliablemulticastprotocol that in-

tegratestwo complementaryapproachesto dealwith the large-scaledimensionin group

communicationprotocols:gossip-basedprobabilisticandsemantic-basedprotocols.

Although it seemsintuitive that thecombinationof probabilisticandsemanticreliable

protocolsshouldprovide goodresults,we show thata naive compositionof bothprotocols

offersdisapointingresults.Wethenproposeaspecializedprobabilisticsemanticallyreliable

layer, evaluatedifferent implementationpoliciesandstudythe impactof relevant system

parametersin theperformanceof theprotocol.

Our approachallows us to identify which protocolconfigurationprovidesthe bestre-

sults,combiningtheadvantagesof bothmodelsin a singleprimitive that: (i) is scalableto
�
An extendedabstractof thisreportwaspublishedasashortpaperin the Proceedings of the IEEE International

Symposium on Network Computing and Applications, October, 8-10,2001Royal SonestaHotel Cambridge,MA,

USA.
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large numberof participantsandhighly resilientto network andprocessfailuresand; (ii)

deliversahigh qualitydataflow evenwhentheloadexceedstheavailablebandwidth.

1 Intr oduction

Reliablegroup communicationprotocolsare a fundamentalbuilding block to build complex

distributedapplications[2]. Many of the earliergroupcommunicationsystemsweretargeted

at small andmediumscalefault-tolerantsystems,with emphasison strongprimitivessuchas

atomicbroadcast[9].

However, providingstablehighthroughputto largegroupswhile,atthesametime,enforcing

strongsemanticsis a very hardtask[3]. For instance,protocolsthatprovide senderreliability,

suchasRMTP[14], generatea largenumberof acknowledgmentswhich mustbereceivedand

processedby thesender. For largegroupsor highthroughputthisrapidlyoverwhelmsthesender,

asituationoftenreferredasack implosion.

Evenwith protocolsthatavoid suchproblemsby usingmoresophisticatedmechanismsto

track messagestability, non probabilisticprotocolshave to retransmitthe messagesuntil all

recipientsacknowledgetheir receptionor are declaredfailed. Therefore,when the network

is congestedor a receiver is perturbed,messagesaccumulatein buffers eventuallypreventing

furthermessagesto besentfor sometime. This meansthata singleslow receiver or network

link slowsdown theentiregroup[18].

Two approacheshave beenproposedrecentlyto addressthe scalability issuesof reliable

multicastprotocols.Oneis theuseof probabilisticepidemicprotocolsthatsupporttheefficient

disseminationof dataamongalargenumberof nodeswhile providing probabilisticguaranteeof

delivery[4]. Theotheris theuseof semanticknowledgeto supporthighersustainedthroughput

in groupswith heterogeneousperformancebehavior [16].

Gossip-basedprobabilisticmulticastprotocols[8, 10, 13, 15], supportthroughputstability

evenfor very largegroups,asthe loadrequiredto ensurereliability is evenly spreadacrossall

membersof thegroup. Theusageof epidemicdisseminationresultsalsoin high resilienceto

processandnetwork failures. However, the probabilisticassumptionson which the delivery

2



guaranteeis built cannotbeenforcedif theinput loadexceedsthecapacityof thenetwork. For

instance,perturbedprocessesmight have to beexcludedfrom thegroupdueto messagelosses

andexceedingnetwork bandwidthmight leadto generalizedfailureto meetdeliveryguarantees.

Semanticallyreliablemulticastprotocolsexploit theapplication’s semanticsto improve the

toleranceof slow group membersor network links. This approachstemsfrom the observa-

tion that in distributedapplicationsmessagesoftenoverwrite thecontentandpurposeof other

messagessentshortlybefore,thereforemakingthemobsoletewhile still in transit.By notdeliv-

eringobsoletemessagesto perturbedmembers,semanticallyreliablemulticastaccommodates

memberswith different throughputsin the samegroupwithout endangeringthe application’s

correctness.The advantagesof semanticallyreliablemulticasthave beendemonstratedin the

context of bothinformationdelivery[16] andstronglyconsistentreplication[17].

This paperproposesa protocol that combinesthesetwo approachesin a communication

primitivethatis highly resilientto environmentaladversityandthatdeliversa high quality data

flow even whensomemessagesare lost. Although it seemsintuitive that suchcombination

shouldprovide good results,we show that a naive compositingof both protocolsoffers dis-

apointingresults.We thenproposethe useof a specializedprobabilisticsemanticallyreliable

protocol.Weshow how configurationparameters,suchasbuffer sizeandpurgingpoliciesaffect

thefinal performanceof theprotocol. Finally, thepaperidentifiestheconfigurationthatoffers

betterperformance,in particular, it providesabetterqualityof delivery in overloadednetworks

withoutnegatively impactingperformancein lightly loadednetworks.

Thepaperis organizedasfollows. Section2 providesabrief introductionto theprobabilistic

andsemanticallyreliablemulticastapproacheswhenusedin isolationandunderlinestheinterest

of combiningthe two approaches.Dif ferent alternatives to obtain a combinedprotocol are

describedin Section3. Section4 evaluatesthesealternativesandidentifiestheonethatoffers

betterresults.Finally, Section5 concludesthepaper.
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2 Moti vations

For self-containment,andto motivateour approach,in thefollowing two sectionsweprovide a

brief introductionto previouswork in theareaof probabilisticmulticastprotocolsandsemanti-

cally reliablemulticast.We thendiscussthechallengesof combiningthetwo approaches.

2.1 Probabilistic broadcast

In probabilisticreliableprotocols[10,13] messagesarenotdisseminatedin adeterministicman-

ner. Instead,(i) eachparticipantrelayseachmessagereceivedto a randomsubsetof processes

and;(ii) eachmessageis relayedatmostaboundednumberof times.It canbeshown thatthese

protocolscanbeconfiguredsuchthateachmessageis deliveredto noneor all processeswith a

highprobability. Theprobabilityof amessagebeingdeliveredto somebut notall processescan

bemadeassmallasrequiredbyadjustingtheprotocol’sparameters,thereforeprovidingasmuch

reliability asany deterministicapproach.The decentralizednatureof epidemicdissemination

resultsin a protocolthat is scalableto a largenumberof participantswithout overloadingany

particularmemberof thegroup(ashappenswith deterministicprotocolsandackimplosion).

In addition to their performancein the large scale,gossip-basedprotocolsare highly re-

silientbothto processfailuresandto independentpacket lossesin thenetwork. However, these

protocolsdo not toleratecorrelatedmessagelosses,suchasresultingfrom network congestion.

Unlessthereis afixedsetof boundedratesenders,themaximuminput ratehasto besetconser-

vatively thuspreventingfull network usage.This is a potentialweaknessof theapproachsince

with probabilisticprotocolsthenetwork usageis notablyhigh in comparisonwith deterministic

reliablebroadcastprotocols.

Several optimizationsof the original protocolhave beenproposed.Recognizingthat the

probability of the messagebeingdeliveredto all processesgrows with the sizeof the initial

setof processesreceiving themessage,it hasbeenproposedthataninitial optimisticbroadcast

phaseis used[4]. The epidemicphaseis thendoneby negative acknowledgmentthussaving

network bandwidth. It hasalsobeenshown thata globaldeterministicview of theparticipant

setis not required[8]. Instead,it is sufficient thateachparticipantkeepsa randomsubsetof the
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entireparticipantset. Finally, givenknowledgeaboutnetwork topologyit is possibleto better

spreadnetwork traffic acrossphysicallinks, thusbettercopingwith wide areanetworks[15].

2.2 Semanticreliability

Deterministicprotocolshave to retransmitthemessagesuntil all recipientsacknowledgetheir

receptionor are declaredfailed. When the network is congestedor a receiver is perturbed,

messagesaccumulatein buffers until fully acknowledged. Sincebuffers are bounded,when

buffersfill up thesenderis notallowedto sendfurthermessages.This meansthatasingleslow

receiveror network link mayslow down theentiregroup.

Semanticreliability stemsfrom theobservation that in distributedapplicationsmany mes-

sagesaremadeobsoleteby messagessentshortly after. As such,whenmessagesaccumulate

in buffersit is likely thatalreadyobsoletemessagesarein thesamebuffer asthemessagesthat

make themobsolete.If obsoletemessagesarepurged,the resultingbuffer spacecanbe used

ensuringthat the senderis never blockedandthusfastreceiversarenot affected. This allows

receiverswith differentthroughputsto beaccommodatedwithin thesamegroup:Fastreceivers

getall themessageswith low latency andslowerreceiversgetlessmessageswith higherlatency.

The performanceof semanticreliability dependsboth on the obsolescenceprofile of the

traffic andon thesizeof buffersavailablefor purging. A simpleanalyticalmodelthatenables

reasoningaboutthe efficiency of the protocolandthe configurationof systemparametersac-

cordingto theobsolescencefunctionof the targetapplicationhasbeenproposedin [16]. This

modelwasvalidatedthroughsimulation.It wasshown thatwhenappliedto atraffic profileof an

on-linetradingsystem,theprotocolcanbeconfiguredto allow a receiver to exhibit processing

delays40%higherthanthoserequiredto processall messagesin duetimewithoutdisturbingthe

sender. An equivalentmodelwasalsoproposedto reasonabouttheadvantagesof theapproach

to supportstronglyconsistentreplication[17].
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2.3 Challengesin combining both approaches

Intuitively thecombinationof thetwo previousapproachesis appealing.However, to fulfill its

potential,thecombinationneedsto beimplementedby aconcreteprotocol.Thestraighforward

mannerof obtaininga probabilisticsemanticprotocolwould be to apply semanticpurging to

thebuffersmaintainedinternallyby theprobabilisticprotocol. Unfortunately, obtaininganef-

ficient protocolfrom sucharchitectureis harderthanit looksat first sight. To startwith, some

probabiliticprotocols,suchaspbcast[10], do not rely on buffering andthatpreventssemantic

purgingfrom beingapplied.Therebytheuseof purgingwouldberestrictedto protocolsthatuse

buffering suchaslpbcast[8]. Furthermore,evenin this caseit is hardto balancethebuffering

requirementsof thesemanticreliability with the latency requirementsof theprotocol. In fact,

asit will beshown in theevaluationsectiona staticconfigurationof protocolparametersdoes

notyield satisfactoryresults.

Theintuitivereasonfor thepoorperformanceof suchanaivecombinationof bothprotocols

is thefollowing: Considerthat thegossipprotocolis staticallyconfiguredto usesmallbuffers.

In suchcaseit is hardto applyobsolescencerelationssinceit unlikely thatrelatedmessagescan

befoundsimultaneouslyin thebuffer. On theotherhandif, to increasethechancesof applying

semanticpurging, the protocol is staticallyconfiguredto uselarge buffers thenthe following

disadvantagesmaybeobserved: excessive purging occursevenwhenthereis enoughnetwork

bandwidthto disseminateall themessages;thelatency of messagedisseminationincreasessince

messagesarebufferedfor longerperiodsat eachhop and; the probability of overloadingthe

networkwhenthebuffersareflushedis higher, whichmaycausecorrelatedlossesatthenetwork

level. Integratingstraightforwardlysemanticbufferingmanagementinto gossip-basedprotocols

doesnot enablethesystemto reactefficiently to changesin thenetwork load. Therefore,it is

necessaryto designa solutionthat allows purging to be applyedasa function of the network

usage.

Notethatthepurposeof applyingsemanticpurgingasdescribedin this paperdifferssignif-

icantly from its previousapplicationto deterministicprotocols[16]. In thoseprotocols,purging

is appliedto isolatefastreceiversfrom performancedegradationcausedby slow receivers.With
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probabilisticprotocols,fastreceiversarealreadyunaffectedby perturbedreceivers. The goal

is to beableto exceedavailablenetwork capacitywithout endangeringapplicationcorrectness

andreliability guarantees.

Notealsothat theresultingarchitectureresemblesa systemwheremessageshave different

prioritiesandlowerpriority messagesmaybedroppedto allow thedisseminationof highpriority

messages.Thereis howeverasignificantdifference:In apriority basedsystem,theimportance

of eachmessagemustbe known a priory.1 With semanticreliability the importanceof each

messageis defineddynamicallyin functionof thetransmission(or not) of othermessagesthat

make it obsolete.

Naturally, benefitsfrom the combinedapproachcanonly be achieved if the traffic pattern

exhibits someamountof obsolescence.In thenext sectionwe discussa numberof applications

thatcanbenefitfrom thenew protocol.

2.4 Targetedapplications

In publish-subscribesystems[1, 5, 6], subscribersregistertheir interestin aneventor a pattern

of eventsin orderto besubsequentlynotifiedof any eventpublishedwhichmatchestheir interest

regardlessof how andby whom that informationis produced.Many variantsexist anddiffer

mainlyby theirability to filter events[7].

Messagedisseminationmay take the subscriptionpatterninto account. For instance,in

content-basedpublish-subscribesystemsthe structureof the messagecanbe inspectedby the

protocolin orderto routemessagesfrom publishersto subscribersin situationswhereinterest

is sparse,thusavoiding flooding the network. However, in situationswhereinterestin events

is denseflooding cannotbe avoided. In this situationknowledgeof messagecontentsby the

protocolcanbeusedto improve flooding itself by usinga semanticallyreliableprotocol. This

makestheprotocoldescribedin thispaperidealfor publishsubscribeapplicationsfor very large

numbersof publishersandsubscriberswith uniformly distributedinterest.This fulfills thefirst

requirementfor usageof a probabilisticsemanticallyreliableprotocol: Messagesemanticsis
1In real-timesystems,thepriority maybederivedfrom thedeadline,which mustbeknown whenthemessage

is sent.
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alreadyavailableat theprotocollevel.

In addition,applicationssupportedby suchpublish-subscribesystemsarelikely to alsosat-

isfy the secondrequirement:Exhibiting messageobsolescence.For example,a stock-based

publish-subscriberstock-marketapplicationwouldbenefitfrom messageobsolescence.These-

manticobsolescencemaybecarriedby theabsolutetimeamessagehadbeensent.Any message

carryinga morerecentvalue(eitherabsolute,eitherfrom the samepublisher)would obsolete

any oldermessage.

Likewise,a large-scaleauctionsystemhostingby a publish-subscribesystemcould imple-

mentaverynaturalobsolescencesemantic.Messagecarryingabid higherthanthatof any other

messagewould obsoletethe latterone. In this case,thesemanticinformationis not computed

locally but is carriedby the messageitself, the bid absolutevalueasthe parameterto define

obsolescencerelations.Someothercausalcriteriamightbeusefulin thiscontext: if � publishes

� , � mayobsoleteall messagesreceivedby � beforefiring � . Again,thesemanticknowledge

wouldbecarriedby themessagesthemselves.

3 Probabilistic semanticallyreliable multicast

Thearchitectureproposedin thissectionstemsfrom theobservationthatprobabilisticbroadcast

protocolsdo not toleratenetwork congestionasit inducescorrelatedloss. This canbeavoided

by somesortof flow controlmechanismthattemporarilybuffersmessages,allowing thesystem

to copewith shortloadpeaks.If thesystemis subjectto a sustainedhigh load,it is likely that

messageshave to be buffered long enoughso that obsoletemessagescanbe recognizedand

subsequentlypurged. Resourcessaved by purging obsoletemessagescan thenbe appliedto

ensurethatthedeliveryof non-obsoletemessagesis done.Therefore,despitenot deliveringall

messages,theprotocolselectively triesto deliverthosemessagesthatarerequiredfor consistent

operation.On theotherhand,whenthenetwork is not overloadedmessagesdo not needto be

bufferedandthedisseminationlatency is notaffectedby theintroductionof semanticpurging.

8



gossip
protocol

gossip
protocol

(a)

gossip
protocol

gossip
protocol

(b) (c)

virtual network

PSRM PSRM

PSRM

physical network

PSRM

Figure1: Three-tieredarchitecture:(a) Gossipprotocol;(b) PSRM;(c) network.

3.1 Ar chitecture basedon a specializedPSRM

The purposeof our architectureis to separatethe mechanismexploiting messagesemantics

both from the probabilisticprotocol and from the physicalnetwork. It consistsof inserting

a specializedprobabilitic semanticallyreliablemulticastlayer in betweenthe gossipprotocol

andthenetwork. Thelayer takesinto accounttheavailablebandwithat eachlink andpeforms

buffering only to avoid overloadingthe network. Figure 1 presentsa graphicaloverview of

theproposedarchitecture:The lower tier (c) is thephysicalnetwork. Themiddle tier (b) is a

bufferinglayer, whereany purgingmechanismmaybeapplied.Thetoptier (a) is anunmodified

gossipprotocol.

Lower tier: Network

The lower tier is thephysicalnetwork which, by controlling admissionof messages,provides

boundedindependentlydistributedmessagelossamongeachpair of participatingprocesses.

This ensuresthat, when the systemis overloaded,messagelossesdo not happeninside the

network but at theedgesundercontrolof a purging policy thatminimizestheir consequences.

Theconcretecongestioncontrolmechanismuseddependson thecharacteristicsof thephysical

network andis out of thescopeof this paper. Possibleoptionsarea window-basedcongestion

control mechanismcompatiblewith TCP/IP[11] and rate-basedcongestioncontrol in ATM

networks[12].

Sinceprobabilisticbroadcastprotocolsnaturallyspreadthe load evenly acrossnodepairs,
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a static partition of available bandwidthachieves this goal satisfactorily (i.e. fully usesthe

network) whenusinga sharednetwork with predictablebandwidth.We usedthis approachto

obtaintheexperimentalresultspresentedin this paper.

Middle tier: the specializedPSRM layer

The middle tier is our specializedprobabilitic semanticallyreliablemulticastlayer: it buffers

messageswhenthe capacityof the network is exceededand, in this case,it selectively drops

messagesin orderto improve the quality of service. This makesit the key componentin the

proposedarchitecture.

For short burstsof incoming messages,buffering aloneis enoughto spreadthe load in

time andthusto avoid messagelosses.However, for continuedloads,buffers areeventually

exhausted.Therefore,therearedifferentwaysof configuringthe protocolby usingdifferent

purgingpolicies,asenumeratedbelow:

1. Semanticpurging discardsmessagesthathavebeenmadeobsoleteto accommodateeach

newly arrivedmessage.This optimizessystemusageby forcing correlatedlossof obso-

lete messagesandavoiding lossof non-obsoletemessages.This techniqueexploits the

semanticof theapplicationto increasethefairnessof thepurgingmechanism.

2. Randomselectionof messagesin the buffer to make up room for newly arrived mes-

sagesis thenext possiblemechanism.This ensuresproperoperationof theprobabilistic

protocolwithin theboundsof systemcapacitydueto the intrinsic redundancy of gossip

protocols[8]. Notethatit doesnot representthefairestcriterion.However, it favorsmost

recent(andlesslikely to beobsolete)messages.

3. New messagesaresimply discardedwhile buffer spaceis not available. This approach

makeslittle useof theintrinsicredundancy of theprobabilisticprotocolsandis acceptable

only during the first transmissionas it otherwiseleadsto correlatedmessageloss (i.e.

lossageof entirerounds)andfailureof thereliability guaranteesof theprotocol.

In this paperwe make useof the first two purging methods,naturally favoring semantic
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purging. Theresultingperformancedependsonhow exactlysemanticpurging is performedand

onbuffer configuration.Regardingtheuseof semanticpurging,weconsidertwo policies:

� Eagersemanticpurging. In thisapproach,thereceptionof everymessagetriggersseman-

tic purgingandeveryobsoletemessage,if any, is immediatelyremovedfrom thebuffers.

� Lazy semanticpurging. In this approach,purging occursonly whenthebuffer is full and

a new messagearrives.

The sizeof buffers affectsthe performanceof the systembecauseif buffers aretoo short,

messagelosseswill occur event for light traffic loadsand the reducednumberof messages

availablediminishestheprobabilityof detectingobsolescencerelations.On theotherhand,if

buffersareappropriatelyconfigured,messageslossesonly occurat high loadsand,in thatcase,

it is possibleto find older and newer messagesin the samenodeand thus detectand purge

messagesthatarealreadyobsolete.

Top tier: Gossipprotocol

Thetop tier is a standardgossip-basedbroadcastprotocol. Eachmessagebroadcastor locally

received is forwardedto a subsetof processesrandomlychosen. Importantparametersare

thecardinalityof this subset(alsocalledthe fan-out)andthemaximumnumberof timeseach

messageis relayed(calledthenumberof rounds).Theconfigurationof suchparametersis out

of thescopeof this paperandhasbeendescribedin [10, 13].

4 Configuring PSRM

This sectionevaluatesthe differentarchitecturesandconfigurationsparameters.We startby

introducingtheevaluationcriteriaandthesimulationmodel.Later, wepresentsimulationresults

from thedifferentconfigurationsandfinally we identify theonethatprovidesthebestresults.
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4.1 Evaluation criteria

The evaluationof the proposedsystemin the faceof differentapplicationtraffic profilesand

purging configurationparametersrequiresthe definition of a suitableperformancemetric. As

notedbefore,thecombinationof semanticreliability with probabilisticprotocolsdoesnotaimat

reducingthenumberof messagelosseswhenthenetwork is congested.If theloadexceedsthe

network capacityeitherthe sourceis controlledor a numberof messagedropswill inevitably

occur. Thepurposeof ourprotocolis to createtheconditionsto dropmoreobsoleteinformation

thanup-to-dateinformation,thusimproving thequalityof theinformationprovidedto theusers

accordingto thesemanticsof theapplication.

Considerfor instancethecaseof anon-lineauctionsystemwheremessagescarrydifferent

bidson a givenitem. If a userdoesnot receive a bid that is madeobsoleteby another(higher)

bid, but receivesthis higherbid shecanstill participatein the auction. On the otherhand,if

shedoesnot receive the(last)highestbid, shemaybenot awarethattheitem is beingtakenby

anotherbidder.

A goodmetricof thequality of the informationdeliveredto theusersin a systemwherea

degreeof messageobsolescenceexistsis to countthelossof messagesthatneverbecomeobso-

lete.This is aninterestingmetricin thesensethatmessagesthatdon’t everbecomeobsoleteare

theabsoluteminimummessagesthathaveto bereliablydeliveredin orderto ensureconsistency.

In short,theprimaryevaluationcriterionis thatnon-obsoletemessagesareatomicallydeliv-

eredaccordingto theprobabilisticprotocolsmetric (i.e. eitherto almostall or to almostnone

recipients)and that thosemessagesare given higher priority than obsoletemessages(i.e. if

the total amountof non obsoletemessagesis lessthansystemcapacitythenall non-obsolete

messagesaredelivered).

Secondarycriteria arereducinglatency whenthe systemis not overloaded(i.e. messages

arenotarbitrarilydelayedin orderto allow purging)andthatsystemconfigurationis robust(i.e.

performanceis stabledespitevariationof traffic andsystemparameters).

Notice that the fulfillment of the latency criterion dependson buffer occupancy reflecting

systemusage.Whenthesystemis notoverloaded,optimallatency resultsareobtainedif buffer
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occupancy is residual. Whenthe systembecomesoverloaded,optimal purging is obtainedif

buffersrapidlyfill up.

4.2 Simulation model

Dueto thecomplexity of thebehavior of thetargetalgorithms,it is difficult to derive which of

thepreviousapproachesperformsbetter. Thereforewehaveresortedto simulationto getinsight

on theperformanceof thedifferentalternatives.

In order to evaluateour protocolarchitecturewe have useda simpleevent-basedsimula-

tion model. Thesystemis composedof a setof processesfully connectedby a point-to-point

network. For theresultsdescribedin this paper, wehaveusedthefollowing parameters:

� 50 nodesattachedto thenetwork, processingmessageswith nooverhead;

� a total of 10Mbpsnetwork bandwidthequallydividedamongall point-to-pointconnec-

tions;

� all messagesareassumedto be100bytelong;

� thereis afixed100��� latency for eachmessage,attributableto theprotocolstack;

� it is assumedthat the congestioncontrol mechanismusedwithin the physicalnetwork

introduces5% uniformly distributedmessageslosses.

For theprobabilisticbroadcastprotocol,the following parametershave beenused:a fanoutof

5 andmaximumof 4 roundsper message.All measurementshave beendoneby runningthe

simulationfor 40sof simulatedtime,discardingdatarelatedto messagessentin theinitial and

final 10s,in orderto obtainastationarystateasverifiedby observingindividualsimulations.

Thetraffic is characterizedby anobsolescencerelation.A pairof messagesis in therelation

if onemessageis madeobsoleteby theother. The relationthat is generatedis composedof a

fixednumberof concurrentchainswith fixedlengthandis describedby threeparameters:

� Ratio � of relatedmessages,whichis theshareof messagesthatparticipatein therelation.

Therestof thetraffic is neverobsoleteandnevermakesothermessagesobsolete.
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� Traffic diversity 	 . This is thenumberof non-relatedchainsof obsoletemessagesthatare

generatedconcurrently.

� Chainlength 
 . This is thelengthof eachobsolescencechaingenerated.

Although the primary purposeof suchtraffic model is to explore how the protocol reactsto

differentapplicationscharacteristics,real applicationscanbe mappedinto it. As an example,

thedistributedauctionapplicationcanbemappedasfollows: Thenumberof concurrentitems

beingauctionedat any giventime givesthe traffic diversity 	 andthenumberof bids for each

item givesparameter
 . As not all itemsare tradedwith equalfrequency and thusmessages

containingbidsregardinginfrequentitemsareunlikely to ever becomeobsolete,someamount

of traffic canbereservedasneverbecomingobsoleteusingparameter� .

Thedefault parametersusedfor simulationsshown below area buffer sizeof 10 messages

perconnection,a traffic diversityof 	��� anda chainlengthof 
���� . Theseprovide a large

default high purging ratewhich is usedasa baselineto evaluatethe impactof eachparameter.

In addition, the resultingdefault high purging ratesareconsistentwith what is observed for

applicationsgeneratinghigh messagethroughput,even in applicationswith high traffic diver-

sity [16].

Atomicity graphicswereobtainedby runningthesimulationfor eachinput rateandobserv-

ing to how many processeseachnon-obsoletemessageis delivered. Variability is measured

by the standarddeviation of the numberof processesto which eachnon-obsoleteis delivered

(normalizedby themeanin orderfor differentmeasurementsto becomparable).Latency was

measuredat asingleprocessandonly for deliveredmessages.

Maximumthroughputgraphicsarecalculatedby binarysearching(runningasimulationfor

eachcombinationof parametersof interest)of theinput ratethatcausesthesystemto breakthe

atomicitycriterion. An error is introducedby thesizeof theinterval usedto stopthealgorithm

which is of 10 msg/sec.
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Figure2: Increasingthegossipperiod,asrequiredfor purging, negatively impactssystemper-

formacewhenthe systemis lightly loaded. With a fixed load of 10 msg/secwhich could be

handledwithout purging, (a) messagesdeliveredto morethan95%of recipientsdecreaseand

(d) latency increases.

4.3 Simulation resultsof the naiveprotocol

With thisprotocol,it hasbeenobservedthatonly aneagersemanticpurgingstrategy is effective

when the network is congestedandonly when the parametersof the gossipprotocolaread-

justed.Specifically, thelenghtof thegossiproundwasincreasedin orderto haveenoughbuffer

occupancy for semanticpurging to bepossible.

However, this resultsin degradationof performancewhenthe systemis lightly loadedas

depictedin Figure2, bothin termsof messagesdiscardedwhentherewouldbeenoughnetwork

capacityto transmitthem(Figure2a) aswell as in the latency introduced(Figure2b). This

negative impactin theperformanceof lightly loadedsystemsrulesout theusageof thesimple

combinationof semanticpurgingwith agossipprotocol.

4.4 Simulation resultsof PSRM

The evaluationof the proposedarchitecturefocuseson measuringobserved performanceim-

provementsaswell asondeterminingappropriateconfiguration.
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Figure3: Measurementsof throughputandlatency: (a) Averagereceiversof non-obsoletemes-

sages;(b) standarddeviationof (a)normalizedby themean(coeficientof variation);(c) number

(%) of non-obsoletemessagesdeliveredto morethan95%of recipients;(d) latency.

Reliability guarantees Figure3apresentstheaveragereceiversof eachnon-obsoletemessage

for differentmessageinput ratesandpurging strategies. Note that for low messageratesany

purging strategy is suitable,as messagesare in averagedeliveredto all processes,with low

varianceasshown in Figure3b. However this graphicis somewhatmisleading.For an input

rateof 250msg/sectherandompurgingmethodis not “half asgood”assemanticpurgingasthe

graphicshows. Thisreasonfor this is that“half of theatomicity” is notuseful.A bettermetricis

presentedin Figure3c,whichcountsthenumberof messageswhichweredeliveredto morethan

95%of processesandshowshow atomicityrapidlydegradeswhensystemcapacityis exceeded

andhow muchsemanticpurging can improve the situationover randompurging alone. For

instance,whentheinput rateis 100msg/sec,aneagerpurgingstrategy providesintactatomicity
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(d) Amountof relatedtraffic.

Figure4: Impactof buffer sizeandtraffic profile in maximumthroughput.

of non-obsoletemessages,while a randompurging criterion resultsin only 20% of the same

messagesbeingcorrectlydelivered.

Latency A secondaryevaluationcriterion is the latency introducedby buffering requiredfor

purging. As shown in Figure3d, this latency is introducedonly whenthesystemis congested.

It canalsobe observed that an eagerpurging strategy resultsin betterlatency by eliminating

transmissionof asmuchobsoletemessagesaspossible.

Impact of buffer size Figure4aillustratestheimpactof varyingbuffer sizeavailableat each

node. We observe that thereis a minimal buffer sizethat enablesoptimumthroughput.Fur-

ther increasingthebuffer sizepresentsno advantagefor purging andwould negatively impact

latency.
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Impact of traffic parameters Finally, it is importantto determinehow evaluationcriteria

areaffectedby the characteristicsof the traffic. Figure4b illustrateshow the purging rate is

affectedby traffic diversity 	 whenusinga reducedbuffer sizeof 3 messagesper connection.

Notice how increasingtraffic diversity for a fixed buffer configurationdecreasesthe purging

performance.However, performancedegradationis not sudden,ensuringthatasmallchangein

traffic characteristicsdoesnot resultin adrasticchangein thesystemoutput.

Figure4c presentstheimpactof increasingsequencelengthswhich causeincreasingmaxi-

mumachievablethroughput.As this reducesthenumberof messagesthatnever becomeobso-

leteit proportionallyincreasestheamountof messagesthatcanbepurged(therefore,thesystem

performanceimproveswith the lengthof theobsolescencechains).Finally, Figure4d presents

the impactof sharingthechannelwith traffic thatdoesnot ever becomeobsolete,which natu-

rally reducestheamountof traffic thatcanbepurged(therefore,thesystemperformsbetterwith

a largeramountof relatedtraffic).

4.5 Selectingthe bestconfiguration

Our simulationresultsconfirm that the naive combinationof both protocolsdoesnot provide

satisfactory results. Specifically, purging can only be achieved at the expenseof degrading

latency evenwhenthesystemis not loaded.

On the otherhand,our threetier architectureonly increaseslatency when the input load

exceedstheavailablenetwork capacity. Wehavecompareddifferentpurgingstrategies,namely

eagerandlazy purging with a puregossipprotocolwithout semanticpurging, andconcluded

thateagerpurging representsasignificativeadvantagein all performancemetricsconsidered.

We havealsoshown thatthis configurationof thePSRMlayeris robustin faceof changing

traffic diversity, whichmakesdeploymenteasierdueto lessstrict configurationrequirements.

5 Conclusions

Recently, gossip-basedandsemanticallyreliableprotocolshave independentlyemergedasap-

propriatesolutionsto copewith large numberof participantsin groupcommunications.The
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scalabilityof gossip-basedprotocolsrely on a peer-to-peerinteractionmodelandthey provide

probabilisticguaranteeof delivery. In semanticreliability, semanticsof theapplicationis usedto

implementanefficientpurgingmechanismaswell asanetwork congestioncontrolmechanism.

In thispaperwehaveproposedto combinethem.Usingsemanticknowledgein gossip-based

broadcastprotocolsenablesto increasethequality of the informationdeliveredto theusersin

thecasestheloadexceedstheavailablebandwithfor applicationsexhibiting obsolescencepat-

terns.Thepaperpresentedandevaluateddifferentstrategiesto combinethetwo protocols.We

have shown thata threetier architecture,thatusesa specializedPSRMlayerthat interceptsthe

interactionsbetweenthegossipprotocolandthenetwork canprovidegoodresultsif configured

appropriately. Thebestconfigurationusesacongestioncontrolmechanismto preventcorrelated

lossinsidethenetwork andeagersemanticpurging on eachof the resultingbuffers. We have

shown thatthequalityof thedelivery, measuredasthepercentageonnon-obsoletedinformation

thatis deliveredto morethan95%of theintendedrecipients,is betterfor suchconfigurationthan

for otherapproaches,andmuchbetterthanrelying on randomdropuponnetwork congestion.

Obviously, the efficiency of the protocoldependsof the obsolescencepatternsof applica-

tions,but evenwith shortchainsimprovementscanbe obtained.However, whenappropriate,

thecombinedprotocolperformsbetterthata standardgossip-basedprotocolboth in congested

networksandundernormalcircumstances.Especially, it enablesto extendtheapplicabilityof

gossip-basedprotocolsto congestednetworkswhereassuchconfigurationsarehardlyaddressed

in thedesignof gossip-basedprotocols.
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