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A Lightweight Development Framework for Permission

Control

GUO Kehua, CHANG Liang
(School of Information Science & Engineering, Central South University, ChangSha 410083)

Abstract: Traditional privilege control mechanism has no extensibility and configurability for the
runtime change of privilege. In this paper, configuration file is used to describe the permission,
and proxy pattern is employed to separate permission control module and software
implementation. The permission control class can be dynamically changed by modify the
configuration file. In comparison of the traditional approaches, experiment indicates the
extensibility of this lightweight development framework for software security.
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3 HEZESLHL

3.1 EALH

AHELE 2 AL AR R, $RAEPYM5H: Collaborator, ISubject. ProxySubject Al
RealSubject, Z5H9UnE 2 Pros:

==interface==
Collaborator ISubject
+ galperation : vold
N W,
. \
ProxySubject - proxied RealSubject
+doOperationg : void + gaOperationd : vaid

Bl 2 ANHELLE AL 1
Fig. 2 Structure of Proposed Framework

fRELE ProxySubject F14% ALHE¥) 28 RealSubject #fSZ L T AH [F] 12 1 ISubject .
ProxySubject 1 ST P45, RealSubject £ 57 SEIL L IE [PV 55388 . AeixXfpor =L, AR
FBARH S 2 [MIAFAE L. PIME Collaborator 32Bx A1 ProxySubject 22 H., A& & T H
5 PR 230 2 AR T S 1) R 25, ProxySubject 71 RealSubject 17 4 AT Z 11 A2 J5 4B w] LA
A B S RHEE AT N .

e, FEARMERE G, BUBR#HI T DA S ZE ProxySubject LA, 1SRk 452
RealSubject 77 JF, ‘EAIHSZIL T ISubject #:11, Collaborator 7E A, HiHLxH Al 1ok i &
I

TER AR 2 10N B R PP s AT ik R b w] REEAT (A BR #5125, E ProxySubject
AL e SR T ER AT RCBR A 1, AR ek B0k [ EC T, A PR A A o, D) H
RealSubject AN ALEE 7V, [z, W H 59 o

3.2 FIFHMCE RS T

KT RS, ZEAHESEH, ProxySubject Z5F1 RealSubject KRIFHE A5 BA HIEL 57
VA, FHEMIMESCA A B R G . P DLXSAE BN AR A2 3, BT XML
SRR G P, SO B SCRIAT T, Btk AHEZERH] XML STk
IR

7E XML Bo & SCHEH, BLE T AR #2112 ProxySubject (MK %52 82 RealSubject [ B,
PAF & XML SCRY S5 B

<authority>
<authorityClass name="ProxySubject">
<businessLogic>RealSubject</businessLogic>

</ authority >

MEL BB af LUE t, fERE SO, Sk4h sl authority BB H 2110 A
authorityClass, authorityClass 15 R AR PR HI1E, & 1) name J& 1E 42 S 1% 17 ; authorityClass



105

110

115

|I| E ﬂ H iE -x.- E ﬁ http://www.paper.edu.cn

AR 24715 £ businessLogic, AR S @H, HLAT AL, —NMRA RS T
DISSINEZOE 5L N

4 Ly

LARIR V5 A AR B A B, ANNKAHEZ . MR IR B ZAThRE: Wkt 1, k&
PRSI ML, HAHURCRVEFIRIIAE), &) in EHXLLThRe, WBARIE—E AR . 1%
GGOL T, FATUIAE ATk g B R BR PR AT, TXRERIEE, BRI AL bRl
FAMERGAE I, Ay sCE MR, o RESURAT WL .

AU UEACHESE, ol m] DORE B FRE AR AR 5 A . L RS2 Java i 5 D4R A 1,
JETR AT L H «

// ISubject
interface Forum {

public void writeComment();
H
// ProxySubject fCHE, 1 DT A AL PR
class ForumProxy implements Forum {
private Forum forum; // /Bt & SCAHE N
public void writeComment() {

1/ P BB, G SRS A o, )
/I forum.writeComment(), 5 IHl H 75
H
H
// RealSubject, 1575512 %
class ForumOpe implements Forum {
public void writeComment() {
I RV I AR

H
H

(015 S & E 7y SR

<authority>

<authorityClass name=" ForumProxy ">
<businessLogic> ForumOpe </businessLogic>

</ authorityClass >

</ authority >

MBS AT A, BRI 58 AL R T, JF HANSE R TR TS
k. F IR EIRMBC B SAHTANE, kR

Collaborator

Forum forum;

JERNELE SCAE, 3R authorityClass, Ff2H%¢
//3#2]9] ForumProxy, WR{E % forum 5] H]

/1R FHAREESE

forum.writeArticle();

MASLIR AT LA Y, AEACBEB R Se Bl RE b, KRR DI RER ST — AN AR REER,
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FEARBESE P AT RO B, JFARI RGBS, Rl TRy D REAAS PR AGT AR o

5 4
A S APRUR P HIHEAT T HEA, M T USRI (S A M & RO A JBAR, B F okl ik

THLE - LERURPEGE, IR IR L B S HEAT T IR o R G SRR AT
ity EEAT BB, SIAARBERE AR, R BR P B SR A B A 5 73 TF, Rt H A
BRI A o S 6T P SCAF A 5, T Bl A e I R P i 42 T A RS« S B
FEAESERARIEARS RO T, JE AR A PR R P BINEZE, AR g ik L, fEls
AR AT 22 R PRI Ik . AN, WERARGEW E AR, Wl et ki ) U IR
%, IXMIERE R T EE A )

[5% 3CHK]

[1] BRE, SR, KREH, & ST HEEENRREEEA] . THENLR, 2006, 29( 8) : 1265- 1270.

[2] B. Chess,B.Arkin. Software security in practice[J].IEEE Security & Privacy,2011,9(2):89-92.

[3] Barka E, Sandhu R. Framework for Role- based delegation models[C] In: Proceedings of the 16th Annual
Computer Security Application Conference. Washington, DC, USA: IEEE Computer Society, 2000: 168-176.

(4] Vi, R Uil PRI BE SRR ] THEHLY IS, 2005( 6): 9-11.

[5] L.Veiga, P.Pereira,P. Ferreira. Complete distributed garbage collection using DGC-consistent cuts and .NET
AOP-support[J].IET Software, 2007,1(6):263-279.

[6] FK#k.TEEL. 50 B, £ T AOP [T I HIF th 1) ph Al [ ] B 122 41,201 1,22(6):1224~1235.

[71E. T. Ueda, W.V. Ruggiero. A systematic mapping on the Role-Permission relationship in role based access
control models[J]. [IEEE Latin America Transactions, 2012, 1(10):1243-1250.

[8] Huawen Li,Qingjie Wang.Proxy Pattern Informatization Research Based On SaaS[C].IEEE International
Conference on e-Business Engineering, USA:IEEE Society, 2009. 518 - 521.

[9] [alZE. Java HAE0M] b5t Tl AR #E,2002.



